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OS (Unix, Linux, macOS, macOS B =

Server, Windows)

St dgtrdH ™2 o
Z=NME-H AAE 7|5 XS
O 2{ Cl|O|EH| O] A K|
Z|2F™ ID : CVE-2017-18026
MZtE : 8.8 HIGH(V3)

S R

* Ruby, Database

« 346 (2018 10& 7|&)

F U™ M : Mercurial hg Z2 10| TSt --config X --debugger Z221E XtEHS}X]

Honoz A SAXL Yoo FEE A Jts
CHS4ot: 339 O|M4C 2 YH0|E

&1 ZE : https://www.redmine.org/projects/redmine/wiki/Security Advisories

http://www.redmine.or.kr/projects/community

http://www.redmine.org
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ArEH T Redmine 3.4.6 2018d 108 7|&
N RubyE At &= A= Al 2& OS _ "
AlSH L X|QtK| ote
=% 05 (Unix, Linux, macOS, macOS Server, Windows) JRuby= X[ &I 58
Ruby 1.9.3 O|f/Rails 4.2 O &
MySQL 5.0 ~ 5.5 MySQL 5.6 0|4 &= MariaDBO| A= 24| 2
PostgreSQL 8.3 0|4} 8.4.01 84.100| = H 1 EXY
PSPSH{IEI=PX|
AFHAX| &M Database MSSQL 2012 O| AF
SQLite 3 HE| AFEXE ME2 X[ #SHA| =
& MH (apache, ngix, ...) 2 HO|X| & O] 8 HAE|l= &tF
Redmine ™ A8 7158 Ruby A8 7158t Rails HH
40 (998) Ruby 2.2 (2.2.2 and later), 2.3, 2.4, 2.5 Rails 5.2
34 Ruby 1.9.3, 2.0.0, 2.1, 2.2, 2.3, 24 Rails 4.2
33 Ruby 1.9.3, 2.0.0, 2.1, 2.2, 2.3 Rails 4.2

¥ Redmine H{ T 0| [I}2 Ruby H T
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CentOS 6 == CentOS 7
MySQL -+ MariaDB (MySQL 5 X| & H )
Ruby 2.0 0|4 T

root A8z H&

/etc/sysconfig/selinux0i| A SELinux2| 2} disable AlZ
Redminelil &5t7| |3 portE W2t 2
(B MHE ZE . T2 80)

X2t E

oS &3
1.
2.
3.

yum= O[&3}0

Lo =25 X

N/
H

iAW =

yum groupinstall "Development Tools"

yum install openssl-devel readline-devel zlib-devel curl-devel libyaml-devel

yum install mysql-server mysql-devel
yum install httpd httpd-devel
yum install ImageMagick ImageMagick-devel
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* http://www.redmine.org/projects/redmine/wiki/Download9dA] HX| & AATE [CIRELE

« redmine-34.6.targz CHEEE S X ClHEZ] Hd = &= oA

Stable releases
Download
Redmine releases are available in either .tar.gz format for Unix systems or .zip format for Windows: Stable releases
Latest source code
« 3.4.6 (2018-06-10): 3.4 Stable
o redmine-3.4.6.tar.gz (md5: 5f4993446ect 25782f 469763c0d32eal) Development (unstable)
° 3. 9.0, v T Third-party Redmine bundles

* 3.3.8 (2018-06-10):
o redmine-3.3.8.tar.gz (md5: Bca9284falc3571f6c83dd0e0d0fecib)
o redmine-3.3.8.zip (md5: 5fff1028b171d9e37f 791097 1aad?aad)

= 3.2.9(2018-01-08):
o redmine-3.2.9.tar.gz (md5: 5d6f3ae2785113e83106c5f 89dc2ced2)
o redmine-3.2.9.zip (md5: cdacBadefal51d89aled9e?cEabc8330)
See the Changelog for details and Redminelnstall for installation instructions or RedmineUpgrade for upgrading instructions.

You can also browse the older releases.

1. mkdir redmine
2. cd redmine
3. tar xvfz ./redmine-3.4.6.tar.gz
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4.3 Cl|O|EfH|O| £ 4’8 T ArEAf
= S . [ [ A= -+
+ Redminel| HIO|HE MYE redmine(HE7I5)0|2t= O|F2| H|O|EfH| O] A F Bt
[ m o
HOEIH|O| A0 B2 7tse AEA/MAAE 28
O 7 o re)
. MySQL 7|ES= Ctemt 22 sqL A
MySQL H 7 SQL
CREATE DATABASE redmine CHARACTER SET utf8mb4;
55.2 &4 CREATE USER 'redmine'@'localhost’ IDENTIFIED BY 'my_password’;
GRANT ALL PRIVILEGES ON redmine.* TO 'redmine'@'localhost’;
Utf8mb4 -> utf82 HZ
5.5.2 0|5} CREATE DATABASE redmine CHARACTER SET utf8;
CREATE USER 'redmine'@'localhost' IDENTIFIED BY 'my_password’;
GRANT ALL PRIVILEGES ON redmine.* TO 'redmine'@'localhost’;
CREATE USER L& X[ 2|
ol
5.0.2 O[3} CREATE DATABASE redmine CHARACTER SET utf8;
GRANT ALL PRIVILEGES ON redmine.* TO 'redmine'@'localhost' IDENTIFIED BY 'my_password’;
Ny Or=nNle
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M SFZ2 siAT o CIME2|0 U= config/database.yml.example TS

config/database.ym|2 S A}
MySQL 7| &=L 2 CrZ1r 40| =4

rz
dp
H
[m
rE
oY
>
oot

production:
adapter: mysql2
database: redmine
host: localhost
username: redmine

7

rhr
H
Im

(3306)

password: "my_password"

production:
adapter: mysql2
database: redmine
host: localhost
port: 3307
username: redmine

ZEHF (0]:3307)

password: "my_password"

flexible project management

-10-

O=2=nlp




4 klzl Elil AlSH

£ REDMINE

flexible project management
_ 4.5 oFH IS M%) & M| A U A
- Ofgier Z2 =M=z 7|8 ofEd ot 24
- gemdt bundle Z2 HYHOE AAHAIZ|7] S A Ruby2} Rails
gem install bundler
bundle install --without development test

—

M= ImageMagickO| O|2] AX[=|0] RU0{0F Tt
RUZS B0 = ofeH
- ZtE JEQ} 22 redmine ZHHO|A pn

RMagick& Ar&3t7| #|5H

* ZA|gte, 02| 2X| £ YE 0|2 RMagicke| 2% 2%

g/pdfE LHELZ|2F &2 XM ALE

El_A

bundle install --without development test rmagick

O| &3l A RailsOl A AL E|= HZ27|E d-dotL ME

bundle exec rake generate_secret_token
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ot

otof H|O|EtH|O]| A0 A7|OF 4

RAILS_ENV=production bundle exec rake db:migrate

- LS9 B0 E AE3A HIO|EfH|O| A2 C|ZE HIO|EHM 27

RAILS_ENV=production bundle exec rake redmine:load_default_data

o |O|D:IE=|O-| o]

- Redmine?| |5
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* Redmines 2&ot= AEAtE CHS0| LHEE|= MELHEZ|S2Q[ THEof Chiet 27| Fet|
A 0{0F &

- root A82| redmine &=S SiAlet CIME2|o] ME CIHME2| 2|0

files

log

tmp & tmp/pdf
public/plugin_assets

A=

. CHSIL 22 BHOIS ALBHAM M7 A S

-

mkdir -p tmp tmp/pdf public/plugin_assets
chown -R redmine:redmine files log tmp public/plugin_assets
chmod -R 755 files log tmp public/plugin_assets
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WEBrick & MHE RSA|F{A QAAEO| [t HAEE C}S1} 20| =3

ol

bundle exec rails server webrick -e production

WEBrick MH{E EIAEROR0H ARSI, 2HS YShME CHE 8 Mu| IS

http://localhost:3000/2 2 =50 welcome I|O|X|7} £
7|2 22|XF 29! ID/Password= admin/admin€
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* Bitnami AfO|EO|A X|Sot= 2X| I{7|X[Z O|&otH, g 2X7t 7ts

!

- https://bitnami.com/stack/redmine/installer®j A{ XtA12] OSOj| 2= HTH S CHREE
- GUI &t40M EX|5tE 182 A=t 2&0|M 2X|5t= 178 29
- root AFEAE 210 20, A0|M Ct2EE 22 CIHEZ[Z 0|5
- QAaE AJEHEE HASHY| f6HAM, S| REE Cf24f 0] HE
#chmod 775 bitnami-redmine-3.4.5-1-linux-x64-installer.run
#./bitnami-redmine-3.4.5-1-linux-x64-installer.run
- AJEEQ| Al F0f of2fjet 22 of2{7t 2l d20|= perl 2tH 25 HX

Warning: MySQL requires Perl to be installed, but the installer failed to locate
it. We highly recommend installing Perl before proceeding with the installation,

#yum install perl perl-Data-Dumper
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. MX7} el S0 4HS Tolstn 10 e Me
. M HXF Qlof ME, SHROj M

Language Selection

Please select the installation language
[1] English - English

[2] Spanish - Espanol

[3] Japansse - HAEE

[4] Korean - EF=EMH

[5] Simplified Chinese - fEfECPOr
[6] Hebrew - nr 2w

[7] German - Deutsch

[&] Romanian - Romana

[9] Russian - PyCcCKHA

Please choose an option [1] : 4

. SCMe| HX| 32 Me

g7 A8 BEaE HEIFIYAMZ. 2A5H] BE f4 Bas HHE FHASKME. HEE ZHOH TS OEE SEHLAAME.
Subversion [¥/n] Y

PhpMyAdmin [¥/n] :¥Y

Redmine : ¥ (Cannot be edited)

Git [¥/n] :¥

2|2 HEHD| BEREH T [Yinl:
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e O|= admin Al MM
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FEEE QoM &N, AEE2 =S ArESHO 0 &

7
°

.

+ 7|= CIOEMOI ArE" 0] IE

=

JIE MOl A=K ASY acﬂ
JI2 HOIE &% A AR YIS MHEME.
[1] Bosnian

[15] E=M
[16] Lithuanian
[17] WEZEMH
[18] Norwegian
(191 ESEH
[22] ZESZM
[21] S0 |OHH
[221 i AOHH
[23] Slovak
[24] 5lovenian
[25]1 HIZEH[OHH
[26] ~ASH
[27] Turkish
[28] Ukrainian
[29] Vietnamese
[3e] =M
=ME MM AZ . [15] @ 15

METHA R SLITE: [yrn:
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HEEMH Bitnami Redmine Stack &A|S ZtEIHSLICH
Redmine HEZIHOIA 2= [v/n]: ¥

HY: To access the Bitnami Redmine Stack, go to
3 http f7127.8.8.1:88 from your browser.
HETHEHY [Enter] 7l 52D

. MAFOZ M7t £W, HESHO|N localhost® X7|2t012 ol
(=

25t admin A™H S 0|23 M Redmined 2QE & £=7t JUA =

© Bitnami Redmine & x @ = = x

€ > C|@lcahost fr i

. . ; i : =L _—Eiié BE2}| - " i
@ bitnami

Awesome! Redmine is now installed.

Access Redmine

You just installed Redmine using Bitnami - the fastest, easiest and most secure way to deploy your favorite
app.

« Visit the Bitnami Redmine page for more on managing your
installation.

« Access the built-in management tool phpMyAdmin. For security reasons it is only
accessible when using g 127.0.0.1 as the hostname

« Find answers to common questions or pose a new question on our community. forum

Thanks for using Bitnami!
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5.1 Z2A Exg]

- ZEZMEZ JEj E= =0l

- ZEMEQ|FV BTr, EHUO| 7t
- IZEZMEQO| ZA & AH 7S
Settings

information Modules Members Versions Issuc categorics wikd Repository Forums

Name * |sFooBar
30 characters maximum.

Desaription | g 7| y & C m i | == B T mel g B Teaformetting: Hel

Identifier * oot

Homepage
Public v/
ProjectCustomField
Projects © Mew project
Trackers
v Bug v Feature ~ Filters
Custor fieids Status : [active (¥ Project: [ Apply |
IssueCustomField
Sove Project Description Public Created
Bar o 03,/15/2010 - Archive Copy W Delete
Foo o 03,/15/2010 o Archive Copy W Delete
a Parent This is a parent project o 03/15/2010 o] Archive Copy T Delete
a Child & 4 03/15/2010 2| Archive Copy T Delete
Child &1 v 03/15/2010 -] Archive Copy T Delete
Child B v 03/15/2010 2| Archive Copy T Delete

BS S - =
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5.2 g2 AL Ao
T
o S Ol 1T L
- MEZ ggol dd & A, MX 7t
i i1 = TLO AL L ol o
- ZEHE AAE, 2AM, O, Ol w2, EtY EfE H 27| 52 B2 &8 M M3
d = = A n Sk A o
- HAO MIAE 0|8t A el = U=
ROIeS &) New role Permissions report Administration
Role @ Projects
Manager 4 Copy il Delete & Users
Developer s Copy il Delete &° Groups
Reporter t Copy Il Delete
Non member Copy Trackers
Anonymous Copy .- Issue statuses

& Workflow

O=2=NUm



S
5. 7|%_+_7|'| £7% REDMINE

flexible project management
5.3 0|4 Egfjd

-
. O|# EZfZA L2 Redminel| &4l 7|5 T &Lt
- IZ=2HE M IS0 ddst= 45 Olv== 5ot 1 O|F7F XElk= IHEE s+
= o, Y Jtsst o0l CHSHAM O|2| S/t =2|g = A=

Related issues Associated revisions

Issue # Sace Revision 2849

Added by Jean-Philippe Lang 4 months ago

Watchers SCM:

+) (add) Cancel « add latest changesets for the current directory when browsing the repository and a

link to the full log
* ability to diff a directory (#3575)

[ Please select

Overview  Activity RGSEE New issue

Feature #20508 "i uﬁ ReViSion 664(28586 « Previous | Next »  Gedce58e3i \E‘

D Gedce58e368c99e4alalbbeSheacflfldfc845d0

/ Update (3 Log time v Parente2046fh5

Update Child ea2al632

Change properties Added by Cristian Tibirna 8 days ago

Project * | o T W [ fixissue #20 (line numbers in file view were misaligned)
LLCT T S————— Related issues Add

Subject * | i i) e ] s + Bug #20: Line numbers in file annotation are notin sync with the actual lines. g5

Description ./  <ie—————— i
Files
Status * pew E] Parent task
View differences © added 5 modified @ copied @ renamed @ deleted

Priority *  Normal [+] Startdate 012.07-13
| src

> filecontent.cpp (diff)

(2 R ;. O==nNbp
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O o
Z2IHE 0| 8ol ol Z=HEQ| &

[0
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g
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Calendar

# Filters
™ Status

[ January 712009 ' §]” Apply &7 Clear « December 2008 | February »

Sunday Monday Tuesday Wednesday Thursday Friday Saturday

52 Gantt
' Filters

¥ Status open | ¥ Add filter 2
4 5 6 7 g @ P
» Options

6 months from = September 2018 ¢ Apply D Clear I save % Zoom in % Zoom out

2018-9
11 12 13 14 15 36 & 38 39
1[2(3[a[5[6[7[8]910[11[12[13[14[15[16[17[18[19]20[21[22[23|24[25[26[27

S|S|IM(T|W|T|F|(S|S|M|[T|W|T|F|(S|S|M|T(W|T|F[(S|S|M|T(W|T

“@ eCookbook

.| Bug #3: Error 281 when updating a recipe

18 19 20 21 22 .| Bug #7: Issue due today

.| Bug #1: Cannot print recipes

910

1 New 0%

.| Feature request #2: Add ingredients categories

1
& Private child of eCookbook g H ® Private child of eCaokbogk

25 26 27 28 29

.| Bug #6: Issue of a private subproject New 0%

.| Bug #9: Blocked Issue New 0%

.| Bug #10: Issue Doing the Blocking New 0%

= task beginning this day
4+ task ending this day
+ task beginning and ending this day

|

(=
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Spent time

Issue 4315 Feature #4215; Ability to add new version frormn issues screen

Date * |2010-01-08 | |
dows [

Comment |

Activity * | —Please salact—

Log time

Spent time Hours Activity [ --- Please select --- I

Comment
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O T = SL- & = o o = O| KL - = = A
- 24 ==0|M BEAIBI2X} Ot =52 AAREA 2EMMM ots 2| AEE TS0 E
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- FUMD BN gux EFH
23 AR ARRpARY |
AQ AT s\
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5%
YW RO MOl 7|3 :
w7 4
A ANV A2 MY O HIB(NE) YIS 8% Business Value MM NSIMME 2lATis

v 38 D AR 4 MY

482 AlZh 178.00 2AMTE: 0.00
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- 97| IO|X|] HE Syntax

B|lIT|U|lS|C HIL H2 H3 = .= E = pre e = )
=
Font Styles Headings Lists

;El *Strong™ Strong .
= ) 1. Title 1 Title 1 " Item 1 « Item1
7| Italic_ Italic =] ** Sub o Sub
£ =+ Item 2 .« Item2
{g +Underline+ Underline g 2. Title 2 Title 2
e Deleted # Item 1 1. Item 1
] Pt =] ## Sub 1. Sub

22Quote?? Quote fts] h3. Title 3 Title 3 = # Item 2 2. Ttem 2
]”C"‘ @Inline Code@ Inline Code

<pre>
. lines lines Redmine links
Pre of code of code

</pre> ; [[wiki page]] Wiki page Inline images

Issue #12 Issue £12 i image_urf
Links Revision r43 Revision r43 lattached_image!
http://foo.bar http://foo.bar

commit:f30e13e43 f30e13e4

"Foo":http://foo.bar Foo source:some/file source:some/file

T TETE oy -
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e Download

o AFLAOES Stz &

—_ — =

Al A=+

ANz
7 Open discussion
General discussion
S Help
Get public help
J Development
Redmine core development
<7 Pluging
Announcements or discussions about Redmine plugins
o
~’ Job offers

R 3 ORI §

w

47 11137 wan RackuwaliOl 7H S8 FHol EJiE

Post here if you're | g for prof Is to install,
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I've searched the redmine website but i could not find the following information:
It Is necessary to distribute redmine plugins under the GPL License?
Is it necessary to distribute redmine plugins at all?

thanks in advance for your answers!
harry

(I've already posted this in the open discussion Forum, but | did not get any replies.
So 1 decided to "cross post™ this one to the Development forum.)

(DAdsByGoogle’ [ Plugins J)( GPL ) Redmine )( Lcense )
SHE (19
(11 RE: GPL License for Plugins? - Maxim NikotaevichOl(7H o} 414 2oy $7}#

harry grabner wrote:
It is necessary to distnbute redmine plugins under the GPL License?

As i understand GPL licence - answer s yes. Cause redmine and plugins used one space. It similar like wordpress or joomla plugins
But some guys ignore this requirements of GPL 7 example

Is it necessary to distribute redmine plugins at all?
No. Gpl allow to develop gpl code without distribution. But since you distribute some product you should distibute them source code.
! RE: GPL License for Plugins? - Jan Niggemann (redmine.org team member)0l(71) 2 44 2lof $718

harry grabner wrote:
It is necessary to distribute redmine plugins under the GPL License?

& http://www.gnu.org/licenses/gpl-fag.html £ GPLAndPlugins
I'd say yes,

. RE: GPL License for Plugins? - William Graber0](7}) 31 0] 41 20§ £ 7}&}

If that's true, then what's up with plugins like = http://www.redmine.org/plugins/ms-project-impoet ? This guy is charging 390 euros for a plugin that by
all rights should be released for free. Not only that, but is advertising for it on redmine’s plugin page. Thers are a whole suite of plugins on there relating to
“EasyRedmine”, all for absurd sums of money.

If the plugin architecture is released under the GPL, as Redmine is, then this guy is in viclation of the license,

T e e -



6. &2 T

£7% REDMINE

ible project

6.2 ZEAMESE AATHER) E8(2/2)
-

o AAEHEE)0 M= 227

- Hoto] £O{ & AEAE 7hs

| AME >

l Pilot_A AHAJE

} Pilot A SETE FYSIUD,

e i} s= 23 L
@ Help SC Chung 2016/09/18 00:29 0
2 GRAMNE SC Chung 2016/09/18 00:17 2 SC ChurgOIi{ 71} 142 20| 37g
RE: BEANE
| t1-212)
Pilot_A HIA|Z » MZ 27| Pilot_A H|A| &
Pilot_A SEUE FAISYLIC
Hs :
I=EEEES | @ g4 @ =8 s
e ] ; % Help
B 7 US C W m®mB =i E i
> AT
ARBLIEHIS FRIZ st EE B2taUCH
ASOHR 5 £8
oz
| B 49 |d=E o R (= 271: 10 e)
Siey| (DE=7 | He

(2 T e Or=Nle



6. 20| A|

63%§%m%@a

M
- YUS 0|8 OH HARE =71 AL X|of| CHslf F2
- ANSNEY S, Bal 7t
- ROl Zoc, YA, UE DNE, AU SO HEE EY
- 30| THs
- AMEZ 0|85t L HAME Tt

AL 215

g Z2AUY N 2ZMET  Gantt RE

212

v AHTH

s [2zE 5] aaza e[ ¥
» 84

v B8 9 1L 4 "2

v ey S92 SH M2 NS 22N SEHA AZA g Nt FoE 1
I 423 b=} 58 H2E2 2012/10/25 2012/10/26
I 422 k= 22  H2E1 2012/10/23 2012/10/25
(1-2/2) | ORI &|=: 25, 50, 100
LEZLET| B} Atom | CSV | POF

Redmine

712 Download =N AMR
Defect #20554

Use AWS-RDS database for redmine
0 karthik japsOi(?t) 178 MO0f 78, 129 M0y SN,
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Redmine and RDS

There is any possible to connect AWS-RDS with Redmine ?
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